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Abstract:

Publicly releasing local electricity markets data brings a multitude of economic as well as technical and societal
benefits. Moreover, public access to these data is instrumental for achieving transparency and more competition in local
electricity markets. However, privacy-aware market participants have concerns about the leakage of their private
information via releasing of the local electricity market outputs. This paper aims to design a mechanism for local
electricity markets that provably guarantees the privacy of market participants and also reflects their privacy
preferences by implementing differential privacy. First, the required randomization for achieving differential privacy is
embedded in the optimization process of the market-clearing problem via noisy gradient ascent algorithm. Then, for
providing personalized level of privacy protection, a subsampling mechanism over the input dataset of the market-
clearing problem is implemented. In numerical studies, the inherent trade-off between the privacy protection and social
welfare in the market is investigated under different privacy regimes.
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1. Motivation of the work

The burgeoning Local Electricity Markets (LEMs)
generate vast amounts of personal data, including
financial records and electricity transactions. Sharing
these data through statistical reports and providing access
to researchers, business owners, policymakers, and others
can yield significant economic, technical, and societal
advantages. Nevertheless, the detailed nature of these
datasets carries the risk of exposing sensitive information
about individuals. Therefore, the privacy concern can
motivate the market participants to behave strategically
by misreporting their data or even opt out of the market.
Moreover, data privacy laws and regulations, e.g.,
General Data Protection Regulation (GDPR) passed by
the EU, impose legal obligations on local energy
communities to safeguard the private information of the
market participants [1]. The GDPR requires LEMs to
implement a Privacy by Design (PbD) paradigm for
preserving the privacy of individuals. That is, the privacy
protection measures should be embedded in the design of
the market, which is in contrast to the preventive and
passive actions for maintaining data privacy. The main
question motivating this paper is how to publicly release
the market-clearing outputs while simultaneously
maintain the privacy of market participants and utility of
their data for social good. In this regard, this paper
proposes a PbD paradigm for LEMs by applying the
notion of Differential Privacy (DP). DP is a formal
mathematical framework for preserving the privacy of
individuals in a dataset while still allowing for useful
data analysis.

2. Contributions

The main contributions of this paper can be summarized

as follows:

e This paper proposes a differentially private
mechanism for LEMs that ensures the near-optimal
outputs of the market-clearing problem while
guaranteeing that these outputs reveal almost no
information about the market participants.
Additionally, the proposed solution preserves the
utility of the output data of LEMs.

e The paper guarantees that the outputs of the market-
clearing problem lie within the feasible region and
maintains the quality of market outputs under the
randomness introduced by DP constraints. In
contrast to methods that directly add noise to the
outputs of the market-clearing problem, which may
lead to undesirable and infeasible outputs, this
approach considers social welfare in creating the
required randomness.

e The paper enables the personalization of the privacy
protection level for electricity market participants
according to their  heterogeneous  privacy
preferences. Personalizing the level of privacy
protection prevents the provision of excessive
protection for some market participants. This

approach enhances the quality of outputs and market
efficiency.

3. Procedures

In our model, we embed the required randomization in
the optimization process of the market-clearing problem,
which is based on the Gradient Ascent (GA) algorithm.
That is, we add a calibrated amount of Gaussian noise to
each iteration of the GA updating rule. Also, for ensuring
the feasibility of the market-clearing outputs, we apply a
projection method in the updating rule of GA.

Besides the market-clearing quantities, the payments
of the market participants will be published publicly.
Hence, an adversary who tries to learn about the private
valuations of the market participants has access to all the
payments. Thus, we should make the payment profile of
the market indistinguishable via DP. In this paper, the
payments of the market participants are determined based
on the Vickerly-Clarke-Groves (VCG) mechanism. In
this mechanism, market participants report their valuation
functions to the market, and the VCG mechanism selects
an outcome that maximizes the social welfare function.
Then, the VCG mechanism charges each agent with its
social cost, which is the difference between the social
welfare of others in the absence and presence of that
agent. Since the social welfare function is the main
building block of computing VCG payments, and we
have already implemented it in a differentially private
framework for computing market-clearing quantities, we
do not need to design a new differentially private
algorithm for VCG payments.

For reflecting the privacy preferences of market
participants, we propose a sub-sampling mechanism over
the input dataset of the market-clearing problem to reflect
the privacy preferences of market participants. In this
regard, the corresponding data of each market participant
is fed into the mechanism with a probability calculated
based on their preferences. The combination of this
source of randomness and the inherent randomness of DP
guarantees personalized level of privacy protection.

4. Findings

The paper presents significant findings to design LEMs
in the PbD paradigm, addressing critical challenges in
privacy concern of market participants and market
efficiency. It introduces a differential private mechanism
that guarantees market participants’ privacy while
enabling public access to market data. This is achieved
by incorporating noise into the optimization process of
the market-clearing problem through a noisy GA
algorithm, providing the necessary randomness for DP. A
notable innovation is the personalization of privacy levels
based on market participants’ preferences, reducing the
need for extensive randomization in differentially private
LEMs. The results show that providing privacy for the
market participants comes with a social welfare
reduction, which is inevitable. Indeed, there is an
inherent trade-off between privacy guarantee and
suboptimality. We also observe that by personalizing the
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level of privacy guarantee, we can mitigate this
suboptimality without compromising the privacy of
market participants.

5. Conclusion

In this paper, we addressed the design of differentially
private local electricity markets capable of customizing
privacy protection levels. Specifically, to ensure
participants’ privacy in the market, we proposed
mechanisms for calculating market-clearing values and
payments of market participants within a framework of
DP. Furthermore, we focused on personalizing the level
of privacy protection and highlighted the heterogeneity of
participants’ privacy preferences as an opportunity to
mitigate the cost of privacy in electricity markets. To this
end, we introduced a sampling mechanism at the level of
input dataset of the market-clearing problem, enabling
reflection of participants’ privacy preferences. In the
numerical studies section, we evaluated the impact of DP
parameters and personalization of privacy guarantee on
the social welfare of market participants. Additionally,
we observed that increasing the personalization threshold
leads to an increase in the expected value of the social
welfare probability distribution and reduces its standard
deviation. Moreover, we examined the impact of
participants’ privacy preferences heterogeneity and
sampling error on the performance of our approach for
personalizing the level of privacy protection.
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