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Abstract:

Modern voltage control strategies in the present distribution networks require efficient equipment and appropriate
communication channels between these equipment, sensors, and control centers, leading to smart distribution networks
with a complex cyber-physical nature. One of the efficient equipment for voltage control in modern distribution
networks is the DSTATCOM, which uses multilevel converters in its structure, provides many advantages, such as
direct connection to the grid. A DSTATCOM with a multilevel converter requires a cyber-physical network between
the controller and its components due to the presence of many controllable components, which makes it vulnerable to
cyber-attacks when connected to the present smart distribution networks. In this paper, a feedback linearization-based
controller is developed for the cascaded multilevel DSTATCOM, and a discrete Kalman filter-based method is
proposed to detect and compensate for false data injection cyber-attacks on voltage sensors of the multilevel converter.
The abilities of the proposed nonlinear controller to control the multilevel DSTATCOM and the reliable operation
against false data injection attacks are verified through the simulation of a test power network in the
MATLAB/Simulink environment.
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1. Motivation of the work

The integration of advanced voltage control methods
within contemporary distribution grids necessitates not
only robust equipment but also seamless communication
infrastructures bridging diverse devices, sensors, and
central control units. The evolution towards smart grids
has accentuated this need, rendering these systems
intricate in their cyber-physical architecture. Among the
apparatuses facilitating voltage regulation in these
modern networks is the DSTATCOM, which uses multi-
level converters and offers direct grid connectivity.
However, integration of a multilevel DSTATCOM in a
comprehensive cyber-physical distribution grid, makes it
susceptible to cyber-attacks.

This paper addresses this vulnerability by presenting a
feedback linearization-based control strategy developed
for cascaded multilevel DSTATCOM  systems.
Additionally, a discrete Kalman filter-based method is
proposed to detect and compensate for false data
injection cyber-attacks targeted at voltage sensors
embedded within the multilevel converter. The efficacy
of the proposed nonlinear controller in regulating the
multilevel DSTATCOM is rigorously assessed, coupled
with its robustness against false data injection attacks,
through  simulations of a test system in
MATLAB/Simulink. The outcomes of this study aim to
contribute substantially to enhancing the security and
performance of multi-level DSTATCOMs within the
interconnected framework of smart grids.

2. Contributions

Development of feedback linearization-based controller
for the cascaded multilevel DSTATCOM in modern
smart grids: The controller's design considers the
complex cyber-physical nature of these networks and
enhances voltage control in smart grids, contributing
significantly to improved network performance and
stability.

Cyber-physical vulnerability mitigation: recognizing the
vulnerability of multilevel DSTATCOM to cyber-attacks
when integrated into smart distribution networks, this
paper proposes a discrete Kalman filter-based method.
This method effectively detects and compensates for
false data injection cyber-attacks on voltage sensors,
ensuring the system's resilience against potential security
threats.

3. Procedures

The research methodology encompasses a comprehensive
series of steps to devise and assess the effectiveness of
the proposed feedback linearization-based control
strategy and the discrete Kalman filter-based method for
countering false data injection attacks on multilevel
DSTATCOM voltage sensors. Initially, an in-depth
analysis of the multilevel DSTATCOM architecture and
its integration into smart distribution grids is conducted.
Mathematical modeling of the DSTATCOM and its

control system is formulated, incorporating the feedback
linearization approach for controller design.
Subsequently, potential attacks and vulnerabilities within
the DSTATCOM system are identified. A discrete
Kalman filter-based algorithm is developed to detect and
compensate for false data injection attacks specifically
targeting voltage sensors integrated into the multilevel
converter.

Implementation of the proposed control strategy and
cyber-attack detection method involves simulations of
various scenarios using MATLAB/Simulink. Extensive
validation is performed using a test system to evaluate
the efficacy and robustness of the proposed controller in
controlling the multilevel DSTATCOM while ensuring
resilience against cyber-attacks.

4. Findings

this paper presents a robust control strategy based on
feedback linearization developed for the cascaded
multilevel DSTATCOM. The proposed nonlinear
controller aims to efficiently regulate the operation of the
multilevel DSTATCOM, ensuring precise voltage control
and stability in varying grid conditions. Additionally, a
discrete Kalman filter-based method is introduced as a
novel approach to detect and compensate for false data
injection cyber-attacks targeting voltage sensors
embedded within the multilevel converter.

The effectiveness and resilience of the developed
controller against both conventional operational demands
and deliberate cyber-attacks are assessed through
simulations in MATLAB/Simulink. Specifically, a test
system is employed to evaluate the performance of the
proposed controller under diverse operating conditions,
including transient disturbances and cyber-attacks aimed
at compromising the accuracy of voltage sensor readings.
The simulation results demonstrate the proficiency of the
feedback linearization-based controller in effectively
regulating the multilevel DSTATCOM's performance,
ensuring precise voltage control and system stability.
Furthermore, the integration of the discrete Kalman filter-
based approach showcases promising capabilities in
swiftly detecting and compensating false data injection
cyber-attacks on voltage sensors, thereby reinforcing the
cyber-physical security of the DSTATCOM within smart
grids. The findings underscore the importance of
integrating advanced control methods with cybersecurity
measures to fortify the resilience of distribution systems
against emerging threats, thereby fostering a more
resilient and secure smart grid infrastructure.

5. Conclusion

Integrating  sophisticated  control  strategies and
cybersecurity measures has become imperative in
ensuring the efficient and secure operation of modern
smart grids. This paper addresses the critical challenges
associated with voltage control in such networks.
DSTATCOM with multilevel converters has emerged as
a promising solution for voltage control due to its direct
grid connection and numerous advantages in enhancing
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power quality. However, the complexity of these
systems, coupled with their integration into cyber-
physical networks, renders them susceptible to cyber-
attacks.

To mitigate these vulnerabilities, the present study
proposes a novel approach combining a feedback
linearization-based  controller for the multilevel
DSTATCOM with a discrete Kalman filter-based
method. The controller design offers enhanced
capabilities in  regulating the @ DSTATCOM's
performance, ensuring effective voltage control within
the distribution network. Furthermore, the integration of
the discrete Kalman filter-based method enables the
detection and compensation of false data injection cyber-
attacks targeting the voltage sensors of the multilevel
converter.

This research ¢ combines an advanced control method
with cybersecurity measures to enhance the resilience
and reliability of voltage control systems in smart grids.
And, pave the way for further research for enhancing the
performance and security of smart grids, ensuring their
efficient and resilient operation in the face of evolving
cyber threats.
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