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Algorithm 1: Montgomery ladder point multiplication

Input: k = (kpp—1. Kip—z- - - k. kq. ko), With k1 =
1. P = (x.y) € E/GF(2").
Output: w(kP)
1. Initial values
wo =W(P). W, :=wy. Z; =1;
(W,.Z,) = Double(W.Z,);
2. Loop iterations part
Fori=m—2to0do
If k; = 1then
(W1.Zy) =dAdd (W1.Z,, W,.Z5, wy);
(W,.Z,) :=Double (W,.Z,);
Else
(W,.Z,) =dAdd (W,.Zy, Wy.Z,, wy);
(W,.Z,) =Double (W,.Z,);
End if;
End for;
Return w(kP)<= (W4.Z,) and w((k + 1)P)<=
W,.Z,)
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W(P) =W(—P) o E o P alaii 2 sl ool GF(2M) s
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Works Field Device Area Fmax Latency Time Efficiency
size (MHz) (Cycle) (us)

[20] BECs (d; # d,), 233 Virtex-4 XC4VLX140 21816 Slices | 47.384 9008 190 56
[21] BECs (d, # d,) d=33 Virtex-5 XC5VLX110 4681 Slices 265.8 7542 28.3 1230
[21] BECs (d, # d,) d=41 Virtex-5 XC5VLX110 5788 Slices 264.5 6709 25.3 1113

[21] BECs (d; = d,) Virtex-5 XC5VLX110 4681 Slices 265.8 5911 22.2 1569

d=33, 2015
[21] BECs (d, = d,) d=41 | 163 Virtex-5 XC5VLX110 5788 Slices 264.5 5243 19.8 1422
[21] GBHCs d=33 Virtex-5 XC5VLX110 4681 Slices 268.2 5415 20.1 1732
[21] GBHCs d=41 Virtex-5 XC5VLX110 5788 Slices 267.1 4747 17.7 1591
[21] BECs (d, # d,) d=55 Virtex-4 XC4VLX100 12834 Slices 22.9 555
[21] BECs (d, = d,) d=55 Virtex-4 XC4VLX100 12834 Slices 233 545

[21] BHCs (c=1) d=55 Virtex-4 XC4VLX100 12834 Slices --- --- 20.8 610
[19] BECs (d, #d,)d=33 | 163 Virtex-4 XC4VLX160 27778 Slices 217.2 3808 175 335
[19] BECs (d, #d,)d=26 | 233 Virtex-4 XC4VLX160 29252 Slices 198.4 7212 36.3 219

[19] GBHCs d=33 163 Virtex-4 XC4VLX160 15992 Slices 218.2 3471 15.9 641
[19] GBHCs d=26 233 Virtex-4 XC4VLX160 16940 Slices 205.1 6791 33.1 416

[22] BECs (d, = d,) 233 Virtex-5 XC5VLX110 32874 LUTs 25 132 284
[23] BECs (d; #d,)d=26 | 233 Virtex-4 XC4VLX100 17164 Slices | 127.575 25.4 534
[23] BECs (d; #d,)d=26 | 233 Virtex-5 XC5VLX110 2662 Slices | 165.115 19.64 4456

[25] BECs (d; = d,) 163 Virtex-5 XC5VLX110 29309 LUTs 211 547 2.6 2139

Proposed BECs Virtex-4 XC4VLX100 | 22957 Slices | 253.873 3091 12.18 583
(dy # d,)d=33
Proposed BECs Virtex-4 XC4VLX100 | 27365 Slices | 247.396 2603 10.52 566
(dy # d,) d=41
Proposed BECs Virtex-4 XC4VLX1 17125 Slices 54. 5 12.1 787
posed BEC i C 00 25 Sli 254.996 308 2 8
(dy = d,)d=33 163
Proposed BECs Virtex-4 XC4VLX100 | 20853 Slices | 247.750 2598 10.49 745
(dy = d,)d=41
Proposed GBHCs d=33 Virtex-4 XC4VLX100 | 17052 Slices | 254.808 3091 12.13 788
Proposed GBHCs d=41 Virtex-4 XC4VLX100 | 20752 Slices | 247.037 2603 10.54 745
Proposed BECs Virtex-5 XC5VLX110 9624 Slices | 331.363 3091 9.33 1815
(dy # d,) d=33
Proposed BECs Virtex-5 XC5VLX11l 11397 Slices .081 . 165
posed BEC i C 0 397 Sli 302.08 2603 8.62 659
(dy # d,) d=41
ropose S irtex- ices . .
P d BEC Vi 5 XC5VLX110 7314 Sli 331.363 3085 9.31 2394
(dy =d,)d=33
Proposed BECs Virtex-5 XC5VLX11 45 Slices . 5 . 1
d BEC i C 0 8645 Sli 302.093 2598 8.6 2192
(dy = d,)d=41
Proposed GBHCs d=33 Virtex-5 XC5VLX110 7313 Slices | 331.363 3091 9.33 2389
Proposed GBHCs d=41 Virtex-5 XC5VLX110 8645 Slices | 302.093 2603 8.62 2187
Proposed BECs Virtex-4 XC4VLX100 | 18278 Slices | 333.970 7213 21.6 590
(dy # d,) d=26
Proposed BECs Virtex-4 XC4VLX1l 7053 Slices 77.691 7 1341 467
d BEC i C 00 | 37053 Sli 277.69 3723 3 6
(dy # dj) d=59
Proposed BECs Virtex-4 XC4VLX100 | 13786 Slices | 333.970 7203 21.57 784
(dq = d,) d=26
Proposed BECs Virtex-4 XC4VLX1 17 ices 77.681 71 13.3 54
posed BEC 233 i C 00 | 31702 Sli 277.68 3718 9 9
(dy = d,) d=59
Proposed GBHCs d=26 Virtex-4 XC4VLX100 | 14052 Slices | 333.970 7213 21.6 768
Proposed GBHCs d=59 Virtex-4 XC4VLX100 27933 Slices | 277.681 3723 13.41 622
Proposed BECs Virtex-5 XC5VLX110 6547 Slices | 391.932 7213 18.40 1934
(dy # d,) d=26
Proposed BECs Virtex-5 XC5VLX110 | 14343 Slices | 337.603 3723 11.03 1473
(dq # d,) d=59
Proposed BECs Virtex-5 XC5VLX110 4987 Slices | 391.932 7203 18.38 2542
(dy = d,) d=26
Proposed BECs Virtex-5 XC5VLX110 | 11494 Slices | 337.603 3718 11.01 1841
(dq = d,) d=59
Proposed GBHCs d=26 Virtex-5 XC5VLX110 5045 Slices | 391.932 7213 18.40 2510
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