Jbd &9 595 (sas (sla @8l o S 9 (Sobs (g0 iy (559L8

Yl & T A . - A \ ., . = .
9200l dozxo )3;;'-:"" e olgs o J5 18
U‘)"‘ _U‘)'éf - u‘).&) oli....u‘é —).'5.,...4[5 9 d).» Gm;.\.hero 60&&».."& —M)‘ ks...:l...u)ls 69M‘é —\
fargol.nematkhah@ut.ac.ir
faminifar@ut.ac.ir
lSJ).A" —;&u» —‘59»1.\‘ W olim.:‘é —)les 9 df stda.e,o 6o4§w|o —éla.w‘ -y
ms@iit.edu

g0 W (31 43 00s 22395 (65531 golin (500 yianS S yalhd (K yiSIN (65 81 23395 (LBt 30 ol Y 9T 10Ky
I &5 G 35 oo il o pide &) (535 p0 Sy ik IS Mgl dzlge gaae LI b glyls po pe U Canlonds
Slnl i (il 5)lsly 5 gl o Slos Somp 9 ;! OV ed b il Syl Holi & &5 Conl (Flpadi alox
2039 Bpiiaw 30 (6598 g SleMbl sdio) 3o Ol i j1 (glaigos bl o ytol CIB Ho a sl 31 solaw! Lcawlond
HSLo b (Soly g0 5)9U3 2331 pol58 1) oud b (o oo 9 (5510 20 0 Sl et (6l p3Y (Gaino) Ammdlyi & Wbl oo
&3F G 35 ot pad Cu poko b oS wbly o pitul @ yb 5l Oledbl gdlolu gl (pol (5 Wilgi (o0 395 35 poko jud
S S55 50 L 923103050 T 055,15 (G092 Tmdel 9 (Sok (G0 ) (Brme 4 Comst Wlio cpl 50 0,10 Jol5 (6,5 5L
-0 303 o0 Lol 5 i o0 gu 2 1y o 3% as 9 5950 Comlonds Jlad @1 595 i Sl 43 yoi0 45 1) 23595 (5L poiwcsns
I3 iy 0y90 JUad 2598 i Cu ko 50 (535 30 S Bi> g OleMbl Codul Lads (gl 3 cwlio (559U8 (lgie 4 (Sobi o

23,5 o0 ylgie (Soby g0y (5 5 (os (o193 b (ylgie Ay plii a4y pdid (551 (S )I5L 9 O T o0

ol g (At (65331 513 ¢ STy (55 91 crioiign 31018 celudsl i yiy] ( Sals (g0 i (GOl (g03lg

ngyy o £ g5
DOI: 10.52547/jiaeee.19.1.23

VWAUF/A allio Jlwyl GG
VWA Y/Y i bog piieo (0 309 goo 4

VRN YIYY i by dy guryb

Rl £33 1 gums Godim g3 ol

9 B e $ouSails = s olRals (8 sloaSiiils s — (Jled S (Ll s T Glpl i e o g (LA

FomalS

@zzoz BULIIST ON 6T'JOA SIgeuIBUT SIILUOIS|T PUE [2ILIII8[T JO UOIRIDOSSY URIURI] JO [euInop

) YF-YY aiio - 1F 4 o - Jof b)w—ﬁhbjgi 8393 — )l 2l Sig Sl g (89 owdigo (yosil dome

Yy


mailto:fargol.nematkhah@ut.ac.ir
mailto:fargol.nematkhah@ut.ac.ir
mailto:faminifar@ut.ac.ir
mailto:faminifar@ut.ac.ir
mailto:ms@iit.edu
mailto:ms@iit.edu

L (95 S Conle S (g o0 4S5k 4 sl (Ssly (0505
G0y el LliBgn 0,55 Cle @y cnloads (e (5 55L8 ()l
Sl sbss 5 (Il Slawge 5l 513 655k cnl 925 ¢ Sok
St (5SS sl 5 (S Dless a4y a5
e 51 )l 58 5 (213 Slse el (g0 255 s alid
TA-IY] 0,38 5 conio alox 5 5 Lo )

B @ss sleaSed ;o Toud a8 (51 mlie 03T 35k
el be Jote |) 3 @398 5o 9 JUl s (S slahg,
Wle (g0 a5 (65,5 b b a8 slaaSil jo aSy b
Ol 51508 5l (Sl a5 all e g 2z D90 @ Ol AL
Bl i (675 L0 sl ()l 5o 55 5 & jad Al clie ol
3508 pas G A 1) (i D508 (Glapians i 2398 (655
"GaSbiy solaj dlam ooz geans |y aSh 5k 4 amd o g
boanbow a5 culls gualss J70S LB Gatusy @0 4 5 00d 598
Olee (rl o aetS sl 2l ) 35250 (5)l0 050 sl
s ezl slagsls Glr e 4 355 25 Slapters
Sl 75 5 6osl ol (planbl Coll (o3l &S wloads Jius
S glems ol Jlo jo ai ity oo Sg—e 1) S a8 g
L gt e a8 5 )15 @y o e cl 5o 55, 4 Gl slags, 5l
Sl 4o 00 @558 6551 e 395 (B slagally wilen
co il (ale,sld e Gl yo ke Bk 1) (g 508
lapins o L s sl sl o 1y ol 2 75l
75 Sy 3 WS (oo Ll by po (oS08 slaaiylyb g o0
Doz pgoma el ca 595 (sping 5o sbedl il 6,8 1S
Sl Wl e S amd e Gl 6 S i 928w | sl
Syl Sla hgels i (S g aS Il s 4 ) e
b 50 (Seby (g0, 5l oolaiwl cad adl assl Ly ol
Elie & jazme el )0 (g5l oo 5 5 il szl
9 5550 039> (alizne 5l (6 lm 4295 3590 Saae 0ud @595 (55
IARYE K RENPTER SN BPSON I B

Sl o b Jleal (Brre 4 sl (o
SaSl o a8 S Oy 3l SY9S 2 6950 5 o iR
Lol ) e o 1y Sk 50,005 & bpts () 55 @398
SlaaSd )3 (Sob g0 65 sl ol slag b
oS s ol ) 0T 51 60,5 sised o 5 30l w25

&S ok oy =Y

Sh— 5 4 plsSe— 1) (Sok o) sslsd A,
aS 580 Lo und gl S o 5 ol V‘_,’JLQ)' SIS i
i VA Jlo 50 wilos Sl i b 03T 6l b 0 ol
aiile (e by ol a1 AAY Jlw o [yv] ol
Jlo sl DY w5 Jlesl T a2 6,850, wlss 65,15
a0 plasl '50alST —igle i pb b ooliedl b ases Yo oA

OhKer g olgcuoni [ sloddl (5 S g (Sob (g0 2 (5,58

v¥

doddo —)

Sl s o JolSS 51 6 p b Sl e Glgs oo | s
o 2555wl QU ol Sl 00,5 e Ol plgs Grge o
ooy 5l slamp wlodiie b g adls 1) phass ()5 oz lasls
S g il 55l 09 oo (500 0500 &1 50 Ha5 3550 el 45
28 (o 2 (pgaS 0 Bl GRS sl |y e e
Db oo LS slas,5ls 059 5,51 oo

95 loaulp 920y Cu il (Swly Gl (s pae o
sba sl s plosl (o )los sl o yinl sl alyg) o3l g conl w4
oS el o S o o8lil 3,50 sl 5 oSl 2l sl (o
Lol Eial g o3l cogas o i 4 b ol iz 4o
latacs 4y (gl Cotel 455 j5b 4y aiS o lay Glofng ool
Flzms slss culosd b mlee g bt 5 6k 12
Lo Jle sl ol gl (go0aie slasls a; slazsl el 52 55,4
s 5 and o Bl 1) Sy S| Cany Sloss a5 (glacgazma 4y
4 olezel b ol o oS o0 olaiiel dato 45 055 loply oo,
Les ) Sams ot oile elazal ails, 5 4o Lo cledllol asisy]
Sledbl wanl s, Sl S o (adrin Lo aS (ool,8l langs
31aS (SObojse 40 ol ued 03,05 o STil 4y 1) 095 casd
o 15 pler 5 S Bl o (polral b axd b T sk
Sy50 yo Lo S g5 oo (nlpliy IS oo Foo 5 mepo o0 el
g S Ly paid o )lgen 355 (pogas o> ik g Coial
o9 Yl laJle ;0 a5 pgw (el (ol (S S (oo Slezel
P ey 39 iiwd Sib g eleizl (Al o Soig Sl Sy
Gk 5T S ol ormzmiy o ylo 1 aslal 5 (g s (pads S
1) pams aieds 4 slaiel ay o S o 4] a5 Sligalsl L5 L5550
Looles Ly (oloel b 05l oo ol 3 1, oSl 0l 5 9,1 505 e 5!
GRST Gl s S0 algn K0Sy @ sleel g el g
plosl Less & 55l (nl 655,10 &5 Conl (o 3l Joles
pll (a3 pow asd Bdo Sl 4 &Sk wiSu o Sy | 9l
D s o als 351, s

wile ol Sy (rdlo b oS Coul (ng5 65918 (S ok 50225
4 adlys (e ples Sl g 63Ut BliD S 0 pas
ik Biza 1) Lol 5Ls 0590 ool (sLaad g by o) b 51 (65 lons
L Lol 51 55 pae e so0ls ol Sy &ly 30 (S5l (go,0;
L laslanyg; onl p3 pEanS eS8 ples (e o5 wdb oo lo 2515
Oml 03 ST L slang) o 0ah oo a5 STl 4 Lo auST 5
OB S a8 5l oy 151 L Gl 90 50« segee ool oL
il o)l ) Bia b et Sl ool Gl e g 95800 9B
baslagg) pled 5l sl BB 5 pasuine ot o (Soh o)
) IV aiS o ol 3 a8 8 bl JLs a0 b a5 pla 2aST 5
63318 (Lo )l 51 Aigad (2 ystien T 285 g0 (5,050,

Journal of Iranian Association of Electrical and Electronics Engineers - Vol.19- No.1 Spring 2022

TFYY condio VP ) o=yl ol —o3 393 0,93~ ol 2! Sedg SN 9 (i (owiges cyod! &N@



@zzoz BULIIST ON 6T'JOA SIgeuIBUT SIILUOIS|T PUE [2ILIII8[T JO UOIRIDOSSY URIURI] JO [euInop

"elo! oy 551 -Y-Y
Sk oy S o sbetel JLB i glao S v gleal &
Al ol 5o el nilyn slo 35 Sl gallace 5l (5 s
@l |y 0T 5l (i plaS e a s 2 sba 15 5l (298
05yl 55k e 155 (B 5yel oo 50 393 0 jolme 4y 1) L 0iiS o
) remtiodie plaasleyd Bl aSleyo 09 ales 4l 4y il &S
as g ol 5l golass s 148 cadle jo ol aies oo e 3
Ol g alys 3350l Tl alas a8 alox s 41 o Kon
Gy i lenl o piicde b o> o p b bl
Sl oy S azl ailen ond g8 lad )3 e,
7 S3S e ol S aSulsl jadl o lgdo e el oS>
e @BSSgn Wb w)la o)l (Ssly 0,02 5l ol slaasens
s asalsl o YY) scal ails spmg Laasens ol ploeadl b))
w2ilnss Sob slee iy 0 gl) ezl ok ol 58 (o) 2
S S slaSd o s3lil ol MO el oLl e
Sl 0,5 L 08 S S pete pud (SAD S 40 358 0 oolita]
o83 dn oS o) o esls sl Sl b 2S5 el ol
sl Ll e olai &g s 6,5 K bl o oo
@loyS 51 by il o iy alas il o ol
ol L ol wlbop cud |y o 2Ty 5l (S walsse
sob ol 1) 4l 4y ales el a5 oS S L aws plxl
S atboe 6 Pl S Slsloe LSl el (IS
OB a5l plo wab plonil Cudden b Soby (riwcons
SnlBl e (Sob g0z 5l 093 a4 1) Soby cnl 5
e 45 s 4ol Ly 3ilns asiiS gl il (i
IVEL 5 IYY] 00 8 o 3905 295 oo
Sl w2y ln Gl glor! 5l e al Mpleew LT o
Ol 0 S (o0 (2978 0 55 Bras )0 a5 Sl S plxl
plas b))l Hlaie coSle b GBSzl mel s,
At i slag )l Lol Ayl Jloisl a5 518 3529 55k
o |y LajiaST,5 a8 oaskd Gl .l jaS 08 alos
S a¥ole e Sl Lo Sles gonsle ull y ayled oo
salys bl a0l 5 5l i Lo b o8 aSTn
) 85551 plows SL3T o oS0l IS plowil SLSTL anslie o ol
52Ul glAl s ol S S50 5 uS (o0 57480
S ol 05 ados dny omie Sl S (g, (Gl 5o
A g 0 e ol SIS plowl LS el (Ssly slae oo
Flzms )l Jlie 6l a5yl oo 59 pleew DSl 4 g0
Casper ;| Ethash LS sloul oLl gl 4 b 5 ,ls auad pg 41
IvVI-Ivo] wus solinal cul ploas SL31 w2 ,650l o4 45

) YF-YY aiio -1F 4,k —Jof b)lw«s — o359 8593 — ¢yl 2l Sig ySUN g (439 owtiien (yodil alxo

Ol g olg>Coons [ Sl S 5 (Sok 50 (555l

e s 4 eSS Lz 5 ol o a5 s S slallie Gl
5 Voo Jlw 5l (Ssk 00585 (oS S Sbml ) Gy 08
5 Sl 5l oml 515 Gl (Bl e Oy 4 0008

Dyel-[vel 8,5 158 oolaiwl 0590 ;500 (gbddie) O

Sk o) G oloro V-
by ST plml Jiwo 5l (Sob sopas; Silere maS sl
e 4 ST el oS (oo oslinul (Soly g0y S (slael
S 5 6K sln S ok @ly 5o 0Bl e 0y 4 Sk Gl S
Foll pled Sojgo (s Kgd oo @95 0 Sl Gloe L ST 5
3 s S Lasl gden aiiS oo oy oMbl sloxl Jl> jo 2iSTs
b sl e ol has aigls sl o ) JelS (Soby (g0,025;
a5 auS o Jols plaebl Lacl (il ainl )8 50 06,5 0 SS
A asl a8, &g waz AS15 el o 008 b (o) S
o 4 1) da Sob Lasl pled 05y plodl Cuddge b (il
G L Sl SO o adlal oS e adlal  Sobi so,0; 5l 09>
Conl yine Sy ST aSl oo slasl Goee, glox]
e (ool Gk ) (bl (nl il Gl & L
il (rwcdlol 15 g ST Gog e SIB 0 pdy o0 )90
oS b and 51 0ss Jul> laebl sas e bl 1, o oS
A aals 59 wms plxil | (i el a3 coddse b sl
5 gl nsS S SlaiST el o (i liel anld o
G S8l boaS 54 e ataS VoanSgl sl patd i a
00,5 oSS i lizel anld aSile) ogdie GisdS (nsS
IV sgi e adlal oy 4 was Sl g oad plol paSTs

[val

Sl —Y-Y

O o8 4 5 (Sob oy W pleie St &5 jeboles
O 43 a5 0gd o bl udai 4y a4l SO 0 Soly (golass
o2l8 Toadae slas S o 1y (5ysld Gl 6550 ISl Lo
J,S....;m.\.aﬁ uj).)).m La “‘)ww.é?o )l gjﬁl.:).d: A.;S‘sa
5&551.’&5—\;«.‘4;&5914 \)59. Oyg0 4O ‘_SJLCB'U:" )Mw)«) Cwloads
s3e ¢ Sloj o LS ol jom e NS e S0 Aty e
o 25155 (goaileds Jolds 5 Sols (saiay il oo NBItS ¢ * il
Soby S a5 ol iSTy slaw gSlas aib oo b STy 045
2 sojlail g Seb sojlal a4y atinly was sl 0g> o Wilei e
Sol o) &8 4 dxg b Sol e DledMbl .l 1iSTs
b Ssl )0 a5 oid 00,5 c0 0,53 Soli ;0 (eSS Sy 4
Sl SHA-256 155 (6 S50, 0,651 S ol 044 0 00l

AT

Yo



S olde Sjge @ Glubipdle SOl 55 g Getle-odle
Gk 3l a7 gt slaase (50,5 (saiges S ol o)l
Oype & wilgi oo il Cws (Slbee (Bga @ Ll il
G oS JpS ) boldes 5 g aums @l 5158 Sogs
e (29> Oly g Abl Wy 380 @it (lesieden (i
LAl el Joe 0 Jeaite o0 o8 (555
5 rdied; p xSeiz Hb wlpee sl oy
JW @iy laaSed o lopey it Sllee pdy ]S
loaSis 1o bz el (65, milin ol olass 4y ax g b .ol asils
3 i ol o e wigdige SS90 o 5l Lagee o5 Jlsb 95
plsl sanse onl podle atlbiood (doe Slans slandjl )b
Slr ot @iy 65 mle xS Calia 5l bagsil
Jo ooly S slasl copnl aels o pdiasass 6550 51 g eSo e
SIS 5 s e (Blyoley 5 e ol L U sln
sod @98 5 @l Jle sl dlbior e ol 8LsS i
(il e bl a4y bl oled) cipl 4 e
Gaise 5B s B8 ol eSS pgas o ) el
lagby,; b dmlio 10 090 dlulS oo 4 ()il sloog S JLu)|
Lol s iy lmoniiS pekans wile S (gl JymS i
N R N N [ B P PPN W
bl Coynl e ool S o eolatul Wl (gl o0b
55 Jlie sl s )1 65 Blanil 5 josiley 3 Shee wlsi oo
bz (Sigl L s e S0 & Logas o5 b e slaasen
5 Mlaglly wlil a8, Cum ol oKas oy wilend b
Wad o &) piynazs @iyl plie jpa> e 4 &5 bshs o515
ol co il 99 b [ya] Ay ASd (G0, et A Cewd
Cod BB Lok wile Jpus o gadiy
Oly slsleolnz 5 Tk ny o8 et slagileysandl
LGS slagle o5 ©jpo 4wl oo (Sl 52251,
0375 (silwosly [T s oo g Sy i i 6
Hlioles S pdcad) 55 g Suadse T Wl oo oLl o]
e Sy ol Gl 5l 055k eyl 4 o o sl Jleio
S5l @l (xdse 5 Sloj o Shes ((aizr Slbxr 4 s
aslgior Ghloyore il wiS azil poodle oS lay oade e

Sl gz

e e 5l plyie 4 (Sp olad cedS oo Y ¢l
latwlss ;o 4 fm w2555l daclsls b3l 5 (anseis
Mg oS (halpd o (RSB g sy and iy mela s g bt
Bl oo olyad Suralad s b i 3l i (S5 55,0 Lol
Jop Soge o wad ol glas s [FYI-[FV] ans eslid
sl oyl gt Ol @ e 0 )bel
5l eslatwl a55le s s lwal 28, 4 Wogs Sloladl L ausles so
LB e goamine Sl sLal co gl 5 st slasielesS

sl po e Semt o 1) 0 18 U aes o B BaS8pae

OhKer g olgcuoni [ sloddl (5 S g (Sob (g0 2 (5,58

\i2

@348 B 9 (S oy 0 a2 Y
e o3ibn g el eplimebl BB Olnly (onj9 gl sy LOES
b loaSiin, 5l slasgame o8 7 Jd mish aSd RS USS &
gl hpam 5l (U ol Jo lp QeSS pae gby 8
slasysls [y T-IYAL coslons orie sl o o0t mj5 (555
b w2558 s 3855 sl ool S5l el go0aie oMLl
Sl eder 64D gl pate laal b wload 4 S IS 4
03,9 e o8y 9 Cugy b ) cblas golaidl 8o
las o closl coyl pla ool jeas LYY= [¥V] wo s
A Canse oty st s 5 @iP Slaptees
Pz sy L) gt ol S et 4 5 et
Friept Sopde ilwosly ke 4 SlMbl Sl (ogas
A’ o Seb oy [YPIVE] ezl gja, 655
28 Sbptw wax gl illy (55 Siby Glp el
S e ol 5o 0yl S 65l o] Sloatie b a8 wil
wines ol 6 5 g Slaptans 5o bl iyl 4 4
L 551 059> Dglite sladin; ;0 (Sob (g0, S0 )5 uns
S5 Lo Sl 5 oligS (5)950 b Lkl )3 oS (o0 (o2 5 (Brme
Aare lokg 4 @ie Slaptens Goj9> )3 S eS poe g 4
sl ool G Olpie 4 1) (Sob o) ool (g mle Sl
Oipee o5 Jbd s leaSd (S et nd Cupae siluosky
e il Jlad @ 08 Glagtes ;0 ygld pl 2p)8

oS s

JUd 2595 spimnw 5 slobl i ol -1-Y
oy i glaSlee 5 bR (505 ol L ocbidl ool
E)F s Siludiedisn )3 (i oS (Slple Slpges
P Wy Sl Wl oo @i e sl rlnle )l
sgb a osls ot bl o g 00,5 e 1) (5)lop0 e LS
Sl e (65050 31 s ISl g (6 S e @y JliSedgS
slp Gl sbocwe (Jb gy Glaptan o oL
A GiA Cande ojer e o 0 xS e
a5k 4 lgge o5 05l way syl 5 NS (sl
Irv]l s s ls 0,0 1y o wj9s (65 lie slaJomily oo
syl gl bl oyl 5l By olas Batas @) 5 bes s
osliiul @59 aaSed ;3 Bran g oy Laulyd il galr psal S
Sl b ie a1y Oleas 31 glos pnd gaals aulyny b ausS o
Sosr o @l bl Sl 5l 58 Gl (b (e 55 i
sloasly G,k 5l Jb w55 lopiuns o by oS Lie bz
JW @595 St 55 (nl 5l a8 (oo oolital LolE o985ty
Ao st ci il g i 5 600,18 Gladises 5l (o Oy @
ople ilwosky jo Sl b Ll SOl ved e i8S

Journal of Iranian Association of Electrical and Electronics Engineers - Vol.19- No.1 Spring 2022

TFYY condio VP ) o=yl ol —o3 393 0,93~ ol 2! Sedg SN 9 (i (owiges cyod! &N@



@zzoz BULIIST ON 6T'JOA SIgeuIBUT SIILUOIS|T PUE [2ILIII8[T JO UOIRIDOSSY URIURI] JO [euInop

Slapts JyS5 Wlgee Sk op; Ol o
i Sgnga |) aSiln ) G g 00D @y
Sl omlie fum wlgioe (Sob g0 wedls Jlixl @
oals (go,uzd b Jlnl cwedigr Sl Gl bl
SloaSl gane) 4o ohg 4 Sedss Sl Sk
Wi b K (S oslul Dlpess Jols wiedse
S35l Cande 5 S5 Sl @SS ol Sl
9 el mhw )0 (il 5 Co e Gt Grized
Ol jene poodle adloe wiedga slaglensle
el e wiedgr  glaSiin wols el Jla!
Ny 0500 5 (Sob oy 5o ools (g5lws st
Copde Wlgioe (Sob o) $ysld AL Cunae @
Copde s g Bllanl Sl gla g s8] @S
Ol 5t opdle S g | 0dd aysyr sloaSd gl
e Siloane slp @i Wl Ssb o)
i Silgs o Djgo b ey a5 WS ol ds Gllas]
20,5 a5l )| sl SIS slean 2 4
@ Wl 6,50, Glaghy, iuse Cupde 5 Coel @
wloyzee (gad > (55l ST e cuel Lad>
Sdole slaoly Cogpr Copie jb g ledbl ke
S SaS (658
P Nlgee (Sob oy il GRS Slxil a4 e
@ gl ) oslial sl 2oy LB canie samalxe
g yoss 5Li claclu gy i i azlis Sl
4 oold (60,33 (655 30 il b osls glaolly o S Sl
29, ,8
ooy goslinul xgi il sdsle 5 3n slajll @
Sop) p Ko Shpl ol sordae sl
B oo slalil 5o (pulil Sl @ Wl oo (Sob
Sy S pde 5 3 4D Ol sdlobe sla 2515
@ yamie SlaThs (e Gal 5o el ane) (al o
Jotees 5 o215 planl o ilyiion (559158 cnl 29
S93 aS oyl Gl & Ty 655l geanS el 8L
el 4zl 50 9 655 bl o i obg 4 e
Glows )l jo codlads (pl p ogdle 00,5 o lodd s
b iiSTS fge wples 0 Wlgh oo 5o edd BB
39 @ly yod yons
2 Ssk e 2 e slagsb bl )l 4 bl
o35> 3 5 5 S sladas 5 ulejl slaegyy wato
6o5on VFr oy p a8 00 1S saslllas Sy o ilo o0 55
Lo pulyw ;0 Gp Cato soje> 0 (Sob gopas; ailly
on Spe 5 e

oy (5,08 pl 625G wslen oo

) YF-YY aiio -1F 4,k —Jof b)lw«s — o359 8593 — ¢yl 2l Sig ySUN g (439 owtiien (yodil alxo

Ol g olg>Coons [ Sl S 5 (Sok 50 (555l

iy b oS Ll Lol coons oLt ploie 4 ms 4SS
e @355Sl n e Sl B letl ol (5,5l
S s o)llas Bl 45wl walss adp0 @ (g )8e (b yiie pyes
2pslis wold Ll lp 1) Bpae 5 g (e wdgi sl llés
SrSpiz b Aty wiadign Gal 2,505, b alasslsSs
59> SBrae silwang lp Obtie hled 89 Ul e
Ol el sl aals Maslizul (lej ceand sla JUiSms & ks 5o
wiedgn olyen b5 wiile JiuS glayien Gkl Wi
(g 05b pald ol iie lp e slaFanals 5 ol
(598 s Dlass 5 et pun g Slple 35 | aieden il ol
Gabsg 4 1) 055 blug Slondats alilen B ol go ;0B 1) o) i

B 53T o 2 leasis

Sy (Sob oy lao w5 -V-Y

PNV

sladose @ (Ssh o SHdeSS Slaly 9 gl 5l o
odd Sl Olyis b gunen lan S lyie 0 55l onl (55655
Olye 4 a5 ol grhe 6550 goje o sl Cipnl lawgs
Syt 515 sla 2510 Ol o 311, 08 (Slapia g5
Syl ladi s 1ol 50 g b i 4y 0ol &S] gl g e
balles g Sloas 5l glos,ind gamals 4y wilgs oo Ssby (g0 ,m3
Siarel )98 Glaptucns ;3 (555 Vol 5 553 oo s0j9> 5
Sl i g Ol cpl 5l (S (Byme 4 cals] )5 058 Jles!
32 rse S5k o
St HUS )0 (Sob g0, ol Do 500 @
)9 I"' 9 UL.M-»}‘ A.v‘s.a‘sa W}Q 6)50)|¢‘
Shgo ol 0 ol s 1) S0 sleoliao e
Pl i plodily 5l ailgioe (Br slacs o
58,5 dee 0 N eSo p 3
OSee G Seerd sl sl byl 5 Ghe8 @
hyiie s Blbay ey Lddse Sl s
QLS s e e Sl 35 g Ll Sl
(Ereas Sheb sba by, LS e Sk o) 558
Gras oSl Wlge Momile oySol oy 4
035381 (3,1 b Sloas Ll Gubal 1 5 bl | ol ynie
A5 s e lislajls b sillas (b ite 4,
b s 5ol 3 5 one 5 slall pemlest] @
5 My Grleda 98 4 @i Slaptee 50 655
TS ity lacIbd 4 aS (b yie Jiee Bpas
200 G (958 5 el el 55 B sleedyw

Yv



35 yo0 gl & 35 yodo (65381 S e 31 A5 - F-Y

WU @595 ot & oddase (651 @l ey 4z 35i5 L
Sl Rl &g Wgye0 Sy S e poe S & Bt
g b bLE aS wigd oo Jo 55yl (S (5,0 0500 slo s,
Yol clacslas 5l cady oly JUil 5l b b gasl 5L
S slassas plssoe 1) aSildn; sl e Sk 1) B pan 55150 4,
5 Olebl 2B 033l 45 Cnils ou b jo5 D598 s S
J-8 555 e 5l (6 S 000 b atilss oo WoaSily ) el 5l
L80] azse pglass 5 aojln (B Sloas 4y o oo 08
e e g e LSl 0,5 By by o Ces laaSidy
&8 68t s plo 4 ol Sleas il Sleyn
Loy b ) ol oo beaSietiy o Jle sl o p o0 JU
S bds jlome gojly yo ) 5Ly FesST (s (e ol
b odas SN BT ailids b 4 aulys o aSiiyy ) uizmed
SoS 03508 (5l ez 55 5 (rmb L asile (1 |
LdSimi ) eudmds SIS 59, &y 0 LFV] 5 [F9] ais
IS as aSag3 ol S Gl 4 g odalyo 0,52 > 4 ilys o
(e 53 35rse 65,51 b 5l 6 S0 e L s aslol sgs
FB b o 1) GadS 5 (e Slods oad o slaasily,
@9 s8ed Lol 5l (2t 05 al B L g S (0 Li> o3
a5 olaasiin ) saren [FA] sl o o ms 1) o (objb o Jlad
(2331 w5l Wl oo aitus Soo5 0y 4 bl R i
sloaSti, [Fa] was )11 Jlob 55 (54 el 5 (51l
5 35750 5 e RIS STl b asilys po sy o8 4
odle s ol ) 5l 0 90 JS el codyb e slaaSitn
Ly Qliebel Sl 5l (6 YL hans digy o0 4 SloaSdi; ool »
OIS LS o L sl oo 4By o aSTyz AiS o o0l
058 LaaSdn, plo ;o 3 oobad 5l @l plaiidy Wy )l
e gorme 4 1) VY 55 plns Sk (V) S5 [0
S5 P or Egerme 50 B0 (LIS Wy v 4 4By,
SV ol 50 (s (55910l Ay o8 4 gloaSity, oS
Ll plojen (o2lad g8y Jlazl a1,z Wyl Sl By 5l als 5,
ool 52l Al pi o

o St oo 4 JUd @8 (4K G e L (nl
SRS b Soalon b zme &0 4 0l oo laaSlin ) sy o0
Sl bogs 655 e Bkl 095 Lol 5 wisS” Jae
5 Saiel gt Sl LaSLln) Ol 6 e S 4855 Ghlies
2 7S ey Sygo dn |y o e Jlab w58 (54 @03l
&5 35 e Sy e Gla il (g 4 S asll o 051 o0
s 3 o231 o 005 il 3 g Sl (glas,lis Late ;]
oS 50 i) S et Cupso b, o o5

OhKer g olgcuoni [ sloddl (5 S g (Sob (g0 2 (5,58

YA

G0y Same iy bl @i (V) UK 0S8
LEF] amo o o)lis aie cotin opl 40 1) sy 090 Ssh

[ B AN RN R KN B RO R

20 Solt o )y (S oy p (ko] @i () S
$351 s0ie>

o Byre (V) IS8 50 ool ools Giules jloged sla yide 5l plaS ,a

A aelsl o aS il e y5k8 a5 esliul slaais;
iloads ylgie oolaiwl o)lge oy i

A

Y

A

oaBa 35 9o 4 (55, (salsles
SIS alo g oyl
la gl
Slax &0 H9o 5 (5 xS0l
Al Lo pde
Sr sy,
s slnaalalyS 5 005 selslie

P S 9 IS S0 p )5 A
sk oy oS et enls 2 (V) U 1 aS psbiles
b OYolee Jold (65, (soddiasjei (saloln (sain) j0 S U
Sl Sy 5l az ST adboe ©)08 gt ;5 Obtie 4
ey awlodd 418 ) 0 40 58 brdiwe) ple ;o (55ld ol b o
Slo STy plil jo (Sol (g0, (5 )5k8 sady, e &y a5 ol
2 &3P Vol s Sz stz s JLB 920 4 o) 5l e Jbe
aalol jo 0gd solaiwl el 35 03 pas 4y JIAT b o a5 olad

€
A
5
4

P S ptepd Copde Sew 4 CS > gleepSil 4 dlie o)l
o 9 R 2P Slpteew oy A (D)8 slaptucn
Sk oy s jgliws 5 (o lye ] aredsn glasls)l )3

S o P LA cnl 4 Jlesl BB g ceslis (235 5

YE-VY oo -V F o) ot =gl 0lond — o553 0,95 — (ol ! Sdg iU g (52 owibigen (yooril oo

ournal of Iranian Association of Electrical and Electronics Engineers - VVol.19- No.1 Spring 2022

‘N

©



@zzoz BULIIST ON 6T'JOA SIgeuIBUT SIILUOIS|T PUE [2ILIII8[T JO UOIRIDOSSY URIURI] JO [euInop

ol slass a8 098 o0 yomie 00z 9 )10 (Silmdine
oot |y aSln ;) o 55 a5 LMGMC (it 55 prenas
oS (7o wk LMGMC ol 0sd oo ol 1) i)l
S50 Wb e Cgme ()L pogas Sledbl a5 ) 555
2 ASS 5 B Sl xS el (2Ll Grizren e 1,8 DSO
Gty an wlymy CassVl sl (ul B 050 Lel DSO &y ol
Cowd Jbd m598 4l Sl JolS (620 58 5 5 sl
oS il ay LLes LaMGMC aS el S s 40 cpl il
Sl Gl 3 g (Bae b gg el Ly el DL
DSO 55 yeie 5551 e ik Gl b 5l (e (65531 aie

alrin (6l Sa > ol SG 4 Wl oo

9 J &5 saSed I e pmE oy -0

ol sl
by 5 pete el (gilmdinge ;b (610 0 e sLonis pold
aile GLeMbl slas 5l 5 g Sl gy o0 4 SlaaSdy
slad=el, 5 g9 5| (Sod oy 5 M55
395 b Jlab 397 SoaSed o (55,1 u e S9atp (51 6,135 ,50
s 55 o) e (Sanlan sloml oS e ) sLsl co
Sondee (il ek Dozl SO ol 4 e Wil oe (50l
Copiel bad> ey 0552 (nl )0 Slas S preal 4 958 (555
Wlgi oo b cnl @Bly o 171 8551, 55 peta i 90 4 (5 5mls
> bd g JLed g jel g4 o, Shes a5l las ol
o=l ol S8 1y LeaSidy ) Jies 6 8 peea 9 (sogas
Lial 55 ota o (65,51 S s po ol (28 LMCMG ¢ )b
sk an SLeMbl (B5ls 1 13 Vb 2Ulss wbig) cnl 5l g S (o0
Silwosly sl Dbl 50,253 slp (S Ced )b 50 B3l
dls s pdgasely yo g piqlhasl s Sk oy ks
oS Sialen Sy s 45 Gyl Yl Joe B, azaly
Gl e 645 5y LMCMG ol .55 DSO asile 655 e
4 i g e Jols b ol 50 a8 0isS e sl Sledsl Jols
35 e Cupids 0 D97 g0 (6 b Coel DMSAe S0 b ks
ol 5l Sl 53U 1 g wlas ledbl cuis wiilen
e i ) 8L, sosls bapl 2 WMCMG )ls oo
WSS g 0033 g o pleal (g pglaen 1) sl ol (e
plasl GLSal s sl bl m o Lasles ol VL el
s o Ladla | ools (e 5 55 00 08 Slos S el
L dg2ge 0y byl ol ulus e Sledlbl (14138 ST sl
ilwSalen LWl LAMGMC as woJys slasl> casn
Sae S an (e Sl ) 6551 Cupae b e e Slocenas
oloul sl bag s (0,5 aieS Wil oo Bua (pul s 0 S i

) YF-YY aiio -1F 4,k —Jof b)lw«s — o359 8593 — ¢yl 2l Sig ySUN g (439 owtiien (yodil alxo

Ol g olg>Coons [ Sl S 5 (Sok 50 (555l

Upstream
network *—o—9oo
19 20 21 22

Microgrid #1

LYY &9 o 5 dwgmy o & LAl 3 5 2 (V) S50

&9 GASD IS podo Sy oo s Wl -F-Y
Jled

i IS 0 e Olgie an 0led G e e (0578 (o 2 12
|y gy o2 @ SloaSd, o5 mu S oo 15 ;5 DSO L M98
ISO L ™astds Jaws o pr0 00 b g 05l oo i o )08 s &
@5 $8eh (IS Bpan Glie 5 30 odes ik SleMbl Jobs &
L 7655 0 g0t S o 4 5 Sy o 5l o0 JUed
3y Sl e (e (65,51 @le J5S 5 0 e s MGMC
3 DSO dSO Lo cplplis asS o caxo DSO L o G,k
Ol ol jo 0,00 55 =g BleMbl g5 90 Jols LaMGMC
Mg 4 i 393 JUb @je slaased jo slal ol slwesly
Jio (Hos Shge an caled [y a5 998 e 03l 5l (gl e
LaMGMC I Lagas 45 baosls 5| goite 5 050l pox> ol 33,5 oo

LoV oS o (el 1, ™ sl B3l (o9 & Sigbign 2155
Sl Gasb AT 688 Mg sl saly n sl Gisbon
o G5 5 i3l ISl 45 IS e s sitn Jaie S0
(ol b oy 3500 wald Ll el sy 1) 00l 0L
S5 Canie oy )3 5 S meedl slp s ©leos 51 DSO
AL es sl Goyb ol 55 LaMGMC 5 wiS' e solazil 55 1ot
Sleas 51y a5 3390 50l sl st 51 LOY] aisS o )13, bLS )|
Amazon Web o g5 o wailoos >l b oLl oyl 5 oo
Salesforce 10T Cloude 4 Google CloudPlatform Services
Sy 6l Slasbre p e slag b ax 51 [00]-[aY] o5 6 Lal
e ey ools Juitl yo 126 aloa 5 (LYo 4 35 50k (6550 S e
Cde 4 (645 e al B S 50 IS il sligs Codgase
YL Ccle @y 355 a5 cnd (S8 S pdyrliie 9 59m So 2>
Gl 5o ey lico G 6l (5l y95m0 0 ,Shos 250 (A 32 (09
1sb 4 655 0 60l ool oKl e sl [OAI-[0#] wisls 33se
0,253 sLmosls wilgs sa 45 Cewl ola (5l SN & o5
a3 |y Jlad mje gaSed Codel azel o 5 (5w 1y 0
13 3¢5 LMGMC 4 DSO ylws 00 58 SlbLS | cogdle @ .03lais
pos i 5 Ok 50 59,0 DMex alex 5l grmle e (252
75 3l Ol gogas DMl cots wen T g Sy
wiboe S e Sl Sa e (ogas )3 b ol Gla SIS
sAlas S Jo & o e 5l £95 0l 53 6 S et ST, [04]

Y4



ozl Faaign slaolsl, 8 sals Lol il co ailbolo L3, 4
s Pl YLy 54z, Ly slnsjltingy 5 55 yoie
sloolo,ld ol 1008 o Jugd i 3 e |, LMGMC
OiiS o ol y8 Gload et Gla 5l O jso a1 55 eie 8
9 SBlid Ojpo g e 545 e sl aiedea slaolo)l 3
Izl Clonds iy yo5 Ll 5l oz b Lacl 51 G yo angs aseiue
Sl e iise slasls )3 5 lais wols Bilgw plo alic 00,5
L) M‘yGA Lacl PLAJ ‘U"‘ » ogy.: MLJ‘SA R JJLS Lac! ‘SALQ.J
diamdign ol 18 gl Sl ol goas (6, K50, (gaseus
JolB gloocs oy & yso asy LT gzl g 0iS ol Tramis |
Iy damiign slaols, 3 [FAl-[£8] oisl o omiw el 5 b))
olee el gelogil Jily S sl 5T gankad s o0
L,>55_l.‘ Glwo ,zniy s Jos [0 el digu op 4 sloaSiiiy
el bl sl 6,08 15T slo asily ciaison ols,)l8 5 e
&g Al @l 292y ilosls Glas Jlab @je gaSed o ,Shee )3
LT b oo cmge ldaSiiings, 50 sl &6 2ol b ol ot damie (gous
o Laos plaw ;o 5 oasSady i gloy sboosl >y
oLSal ooy ool IVel g [a] sl asls 1) oo iS5G, e
Leys g usS oo lael baaSitony ) 4 ) (6550 Gh9 2 b )3 w0053
LoaSein ) oo b a9 (0S8, sla STy plol (6l
Iy a5k o ™ paiST slaSiiy, onl dos i .lis
OIS oo 6,05 b 55 et Liles (65, salobs e 5 (sl
d=B ST (65,5 s S 00lgs e DSO bl () 5
Lo 81,5 1 S slnyl diusgey o & 6aSediny, Hhee oliob!
plsl Jbd mjg5 laasids jo a¥ole g Blad &j90 4y juli 4y i
Liis b asly o (2T (65,00 S [VYIIVV] w5
G5 8 s (e abd szl b Sl sl col
60y b (215 6551 S e S pete pud Sl aSTiz w0 ndy
A i 65,5l gadols el 85l dedign olo 1 3 L ol fen  Sols
4 5 n s 30 R ol silaite sWle S 090 4 L
30 05> g0 Jieiigr sLlaold,l 3 S L g ;5 pelie el Oyoo A
3 gzl (e ln 09 oo Jo 6551 JoS (Ssh 0 e
S o ) 1) 355 O e by aes ol @S pae o o 2iS] S
b 5l Sl e aie Lo ST e o S e il gloz]
Jo 1y el IS siloaings allis Sl ot a5 e sallas
L5 09l g0 00l dialign olo,l 8 4 sl (o 3lwaigs (54t S o
Sloasl WS S35 (gl a4 1) (o s szl
03,5 o0 &l il (sl o5 (sl e slacad 5 (55 Jobs s

IVEL-IVE] gt o a8Lil o 1050 sloS sl 4 Cules 5o

OhKer g olgcuoni [ sloddl (5 S g (Sob (g0 2 (5,58

Sareaze @bl b Jbd a4l gl o oy ol
Ievl g I ] asl Sle,ip oloas

S35 Capae y0 (Seb oy e -F-Y

55 oo
S8 dy yasie 5 el ;08 (hyy S Sok o Ol (02l 5o
a3 g ] 35 el &jg0 a4 LML rakas (g5lue S sl
248 ekl Sl y cogas w > bis i ol Al oS
el [FY] o5 o @i po | wlons sl sl & i) g
5 L5055 j5b 4 (65,1 S e Slarear gl ;0 WMGMC
b ol 10 45 00,5 o0 0,053 (Sob (50,075 by i LByt
& by g0laidl (548 1o (g pl Dygo 4 DML (g0 S Dlons
sosls oLl Sy e an Soly 50,y adly o [FF] 5 s
&5 $8Sed o Slee gaine) ;5 DML Jobs Bilgw ¢S ot pus
Slislan LaMGMC i glasis e JLS055 j5b a0 1) Jlad
ol 5o loie 5 Sl ©)g0 4 laools (plaS (oo 4 9,35 o0
Gz (pils Csd ;0 LMGMC jo sgis oo Sl 59, 40 aSis
po— s G 4 5k g ) LML B canl 3B Glsw cal o
sll a8l b oasS awb g Sle, 55, 4 DSO asile wleel 390
sy 503l LMGMC Les o ple 5357 50 (Ssb g0
sbdl co il p (e Sl 9 cdls wialss 1) (Sob o
L s jo-b 0,033 Syl g Al o Cadgase Sle
3 LaMGMC Lo ools Jols 1 0550 o5 ples] (Ssbs (50,0255
Sl @ (Ssb oy (raiz s (59, it Jloj sla L
S il Ol @S, 2 )0 g ddlgs slanul B S
P MGMC L a gy s ousS1y oldlss a5l as sl
S slley g 00,8 1 s slaosls b wiies bLS)|
ol 38,5 L e b oS cél s MGMC 5l Ll ulul 1,
&l slaiel 8550 5 655 yo 3les LMGMC (315 (5 yl Cociel
asd 3 e o bl ol gesls lapl > sopSS g S e
leaas i 5l oo S goolaiwl s auis axsl s ogdle 09 o
Jls olplse ogas 0 1) aelar cial ™ 5 omem 1y 8o
2l o g 4 Glozles alnliy [50] 551 00 00l (leSti,
4Ty oS 6w 1y Laools Ly wig—i ledbl (g0 ples wils
5 elwlis 1) 6 mlv Odles U ccul o3 Solu 4 MGMC
5 Gaied a8 5 gl IS Laas jg taie an |y o1 51 Lab slaasly

o i (655l o o sl s S pueal

S STy (6591 g doouig 315,148 — VY
o g2 5L

el g 2l BB SBen saile G (Sob g0 aSulml
e ol ol S o 8l LMCMG &3lalss ool 1 ooni

Journal of Iranian Association of Electrical and Electronics Engineers - Vol.19- No.1 Spring 2022

TFYY condio VP ) o=yl ol —o3 393 0,93~ ol 2! Sedg SN 9 (i (owiges cyod! &N@



@zzoz BULIIST ON 6T'JOA SIgeuIBUT SIILUOIS|T PUE [2ILIII8[T JO UOIRIDOSSY URIURI] JO [euInop

(6]

[71

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

in IEEE Transactions on Computational Social Systems,
Vol. 5, No. 4, pp. 942-950, 2018.

Kshetri, N., & Voas, J., "Blockchain-Enabled E-Voting,"
in IEEE Software, Vol. 35, No. 4, pp. 95-99, July/August
2018.

Qu, Y,. Pokhrel, S. R., Garg, S., Gao, L. & Xiang, Y., "A
Blockchained Federated Learning Framework for
Cognitive Computing in Industry 4.0 Networks," in IEEE
Transactions on Industrial Informatics, Vol. 17, No. 4,
pp. 2964-2973, 2021.

Liu, N., Tan, L., Zhou, L., & Chen, Q., "Multi-party
Energy Management of Energy Hub: A Hybrid Approach
with Stackelberg Game and Blockchain," in Journal of
Modern Power Systems and Clean Energy, Vol. 8, No. 5,
pp. 919-928, 2020.

Li, Z., & Shahidehpour, M., "Cyber-secure Decentralized
Energy Management for loT-enabled Active Distribution
Networks," in Journal of Modern Power Systems and
Clean Energy, Vol. 6, No. 5, pp. 900-917, 2018.

Che, L., & Shahidehpour, M., "DC Microgrids:
Economic Operation and Enhancement of Resilience by
Hierarchical Control," in IEEE Transactions on Smart
Grid, vol. 5, no. 5, pp. 2517-2526, 2014.

Li, Y., & Nejabatkhah, F., "Overview of control,
integration and energy management of microgrids,” in
Journal of Modern Power Systems and Clean Energy,
vol. 2, no. 3, pp. 212-222, 2014.

Haber, S. & Stornetta, W.S., "How to time-stamp a
digital document”, Journal of Cryptology, No. 3, 99-111,
1991.

Bayer, D., Haber S. & Stornetta, W.S.,"Improving the
Efficiency and Reliability of Digital Time-Stamping",
Springer, 1993.

Nakamoto, S., "Bitcoin: A Peer-to-Peer Electronic Cash
System", 2009.

Rahouti, M., Xiong, K., & Ghani, N., "Bitcoin Concepts,
Threats, and Machine-Learning Security Solutions," in
IEEE Access, Vol. 6, pp. 67189-67205, 2018.

Zaghloul, E., Li, T., Mutka, M. W., & Ren, J., "Bitcoin
and Blockchain: Security and Privacy," in IEEE Internet
of Things Journal, Vol. 7, No. 10, pp. 10288-10313,
2020.

Li, Zh., Bahramirad, Sh., Paaso, A., Yan, M. &
Shahidehpour,  M.,"Blockchain  for  Decentralized
Transactive Energy Management System in Networked
Microgrids”, The Electricity Journal, VVol. 32, No. 4, pp.
58-72, 2019.

Ali Syed, T., Alzahrani, A., Jan, S., Siddiqui, M. S,
Nadeem, A., & Alghamdi, T., "A Comparative Analysis
of Blockchain Architecture and its Applications:
Problems and Recommendations," in IEEE Access, Vol.
7, pp. 176838-176869, 2019.

Zhang, P., & Zhou, M., "Security and Trust in
Blockchains: Architecture, Key Technologies, and Open
Issues," in IEEE Transactions on Computational Social
Systems, Vol. 7, No. 3, pp. 790-801, 2020.

Shahnaz, A., Qamar, U. & Khalid, A., "Using
Blockchain for Electronic Health Records”, IEEE
Access, Vol. 7, pp. 147782-147795, 2019.

Singh S. & Singh, N., "Blockchain: Future of financial
and cyber security,” 2016 2nd International Conference
on Contemporary Computing and Informatics (IC3l),
Greater Noida, India, 2016, pp. 463-467.

Gourisetti, S. N. G., Mylrea, M., & Patangia, H.,
"Evaluation and Demonstration of Blockchain
Applicability Framework,” in IEEE Transactions on

) YF-YY aiio - 1F 4 o - Jof b)lw«s — o359 8593 — ¢yl 2l Sig ySUN g (439 owtiien (yodil alxo

Ol g olg>Coons [ Sl S 5 (Sok 50 (555l

S5 azmis ¥

SHSoss s slaas e )3 co il o3l (953l 59, (Sl
O A e 503 sl Sledlbl ol i8L Coenl 5 5 S
a3 as culoads olas,sld (gilwosly 5 Olga glal 1y
ol e laa Jld jo ol LS aledbl el Laas
&9 St 029 & D)8 (St o5 Cool (o w2l
4 9 9 e ot 0 e Sl (erlie fim Olgie 4 Sl Sl 58
Aot 5 bl Sl Fhae s G I (pa
&8 SLopiunw (5055 4 oy (0l 399 pouiad sald | & 503
DS e dloml (g ymbs coal 53 g ooy 0 1) el
48 Sl 35 pete puf Slagianes )3 (Gh8> (5)5l3 (Sok o)
3 a3 Slopims SY5o0 Koo b 85 pelte é Cane e 4y
S50 Sa o g Susite Gouba iy (5]l S9i ales
&l ool G Olgms a3 g 00 JalS (655l (635 008
bl ilwosly asile (aloa )5 sanwgs 525 5 )l nose
A5l S5 Y 9,5 oo 5 alllan S50 el @) il (55,
sl ik osas ;o s)skd (nl G5 2 35 58 (i O3S
sl ooz ly et gilwesly slalil ohag 4 ¢35
3 S ok oy 50 0ad sl el g 4z ST canlosg ( oaaSTs
Jols (B 0ldim L s &Ojgm0 900 aiile oo plo
Sl sy )l 0 )5 5 0 8 g 4l ol 5 J S 0 Sl
Sl s alides golaws any Ll Co ) i az e Soi L
08 o oy 1ol Capmtl (5 b Captel 05 0an] o 03
S0 ol jo (Sob g0,u0; 51 oo xS gosliul 4y yoxin g5 S
P Sk o) (e slagsb &5 Sl (o 305 (o0 5
po—a 3 03 o)l g aslllas wejls a b st
2 pSE g diedon Sl 18 (e amwns o )50l s s e
5 0y o3l s sl Cial Gle Sl sbml o o

Sl oo golpiiinn (0 a4y Lacl gw s (sogou

&l

[1] Crosby, M., Nachiappan, et al, "Blockchain Technology:
Beyond Bitcoin", Applied Innovation Review, Issue No.
2, Sutardja Center, UC Berkeley, 2016.

Monrat, A., Schelen, O. & Andersson, K., "A Survey of

Blockchain from the Perspective, Challenges and

Opportunities”, 1EEE Access, Vol. 7, pp. 117134-

117151, 2019.

[3] Guo, Y. & Liang, C., "Blockchain application and outlook
in the banking industry". Financ Innov, Vol. 2, No. 24,
2016.

[4]1 Yousuf, S., & Svetinovic, D., "Blockchain Technology in
Supply Chain Management: Preliminary Study,” 2019
Sixth International Conference on Internet of Things:
Systems, Management and Security (IOTSMS), pp. 537-
538, Granada, Spain, 2019,

[5] Wang, S., et al, "Blockchain-Powered Parallel
Healthcare Systems Based on the ACP Approach,”

(2

)



[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

Electric Power and Energy Systems," in IEEE Internet of
Things Journal, Vol. 5, No. 2, pp. 847-870, 2018.

Wu, H., & Shahidehpour, M., "Applications of Wireless
Sensor Networks for Area Coverage in Microgrids," in
IEEE Transactions on Smart Grid, Vol. 9, No. 3, pp.
1590-1598, 2018.

Jacobs, N., Hossain-McKenzie, S., Summers, A., Jones,
C. B., Wright, B., & Chavez, A., "Cyber-Physical
Observability for the Electric Grid,"” 2020 IEEE Texas
Power and Energy Conference (TPEC), College Station,
TX, USA, pp. 1-6, 2020.

Chen, L, Jia, M, Yuan, X. & Qiang, H, "Construction and
application research of Active Distribution Network
Situation Awareness System," 2016 IEEE PES Asia-
Pacific Power and Energy Engineering Conference
(APPEEC), Xi'an, China, 2016, pp. 863-869.

Xiang, Y., Lu, X., Yu, Z., Shi, D., Li, H., & Wang, Z.,
"loT and Edge Computing Based Direct Load Control for
Fast Adaptive Frequency Regulation," 2019 IEEE Power
& Energy Society General Meeting (PESGM), Atlanta,
GA, USA, 2019, pp. 1-5.

Gheisarnejad, M., & Khooban, M. H., "loT-Based
DC/DC Deep Learning Power Converter Control: Real-
Time Implementation,” in IEEE Transactions on Power
Electronics, Vol. 35, No. 12, pp. 13621-13630, 2020.
Islam, M. R,, Lu, H., Hossain, M. J., & Li, L., "AnloT-
Based Decision Support Tool for Improving the
Performance of Smart Grids Connected With Distributed
Energy Sources and Electric Vehicles," in IEEE
Transactions on Industry Applications, Vol. 56, No. 4,
pp. 4552-4562, July-Aug. 2020.

Andoni, M., Robu, V., Flynn, D., Abram S., Geach, D.,
Jenkins, D., McCallum, P., Peacock, A., "Blockchain
technology in the energy sector: A systematic review of
challenges and opportunities,” in Renewable and
Sustainable Energy Reviews, Vol. 100, pp. 143-174,
20109.

Li, Y., Nejabatkhah, F., "Overview of control, integration
and energy management of microgrids"”, J. Mod. Power
Syst. Clean Energy,No. 2, pp. 212-222, 2014.

Ma, S., Chen, B., & Wang, Z., "Resilience Enhancement
Strategy for Distribution Systems Under Extreme
Weather Events," IEEE Tranactions on Smart Grid, Vol.
9, No. 2, pp. 1442-1451, 2018.

Li, Z., Shahidehpour, M., Alabdulwahab, A., &
Abusorrah, A., "Bilevel Model for Analyzing
Coordinated Cyber-Physical Attacks on Power Systems,"
IEEE Transactions on Smart Grid, Vol. 7, No. 5, pp.
2260-2272, 2016.

Liu, Y., Fan, R., & Terzija, V. "Power system
restoration: a literature review from 2006 to 2016," J.
Mod. Power Syst. Clean Energy, Vol. 4, No. 3, pp. 332-
341, 2016.

Shahidehpour, M., Li, Z., Bahramirad, S., & Tian, W.,
"Networked Microgrids: Exploring the Possibilities of
the 1IT-Bronzeville Grid," IEEE Power and Energy
Magazine, Vol. 15, No. 4, pp. 63-71, 2017.

Farzin, H., Fotuhi-Firuzabad, M., & Moeini-Aghtaie, M.,
"Enhancing Power System Resilience Through
Hierarchical Outage Management in Multi-Microgrids,"
IEEE Transactions on Smart Grid, Vol. 7, No. 6, pp.
2869-2879, 2016.

Baek, J., Vu, Q. H., Liu, J. K, Huang, X., & Xiang, Y.,
"A Secure Cloud Computing Based Framework for Big
Data Information Management of Smart Grid," IEEE
Transactions on Cloud Computing, Vol. 3, No. 2, pp.
233-244, 2015.

OhKer g olgcuoni [ sloddl (5 S g (Sob (g0 2 (5,58

Yy

(23]

[24]

[25]

[26]

[27]

(28]

[29]

(30]

(31]

(32]

(33]

(34]

(35]

(36]

(37]

Engineering Management, VVol. 67, No. 4, pp. 1142-1156,
2020.

Martins, V. F., & Borges, C. L. T., "Active Distribution
Network Integrated Planning Incorporating Distributed
Generation and Load Response Uncertainties," in IEEE
Transactions on Power Systems, Vol. 26, No. 4, pp.
2164-2172, 2011.

Ramezan, G., & Leung, C., "Analysis of Proof-of-Work-
Based Blockchains Under an Adaptive Double-Spend
Attack," in IEEE Transactions on Industrial Informatics,
Vol. 16, No. 11, pp. 7035-7045, 2020.

Nguyen, C. T., Hoang, D. T., Nguyen, D. N., Niyato, D.,
Nguyen, & Dutkiewicz, E., "Proof-of-Stake Consensus
Mechanisms  for  Future Blockchain ~ Networks:
Fundamentals, Applications and Opportunities,”" in IEEE
Access, Vol. 7, pp. 85727-85745, 2019.

Zheng, S. Xie, H. Dai, X. Chen & H. Wang, "An
Overview of Blockchain Technology: Architecture,
Consensus, and Future Trends", IEEE International
Congress on Big Data, Honolulu, HI, pp. 557-564, 2017.
Jin. D., Hannon, C., Li, Z., et al, "Smart street lighting
system: a platform for innovative smart city applications
and a new frontier for cyber security”, The Electricity
Journal, Vol. 29, No. 10, pp. 28-35, 2016.

Emilio, G., Pilo, F., "Smart Inverter Operation in
Distribution Networks with High Penetration of
Photovoltaic Systems", J Mod Power Syst Clean Energy,
Vol 3. No.4, pp. 504-511, 2015.

Zubo, R. H. A., & Mokryani, G., "Active Distribution
Network Operation: A Market-Based Approach,” in
IEEE Systems Journal, Vol. 14, No. 1, pp. 1405-1416,
2020.

Hu, Z., & Li, F., "Cost-Benefit Analyses of Active
Distribution Network Management, Part 1: Annual
Benefit Analysis," in IEEE Transactions on Smart Grid,
Vol. 3, No. 3, pp. 1067-1074, 2012.

Koutsoukis, N. C., Siagkas, D. O., Georgilakis, P. S. &
Hatziargyriou, N. D., "Online Reconfiguration of Active
Distribution Networks for Maximum Integration of
Distributed Generation,” IEEE Trans. on Automation

Science and Engineering, Vol. 14, No. 2, pp. 437-
448,2017.

Feng, C., Li, Z., Shahidehpour, M., Wen, F., Liu, W., &
Wang, X., "Decentralized Short-Term Voltage Control in
Active Power Distribution Systems," IEEE Transactions on
Smart Grid, Vol. 9, No. 5, pp. 4566-4576, 2018.

Barbierato, L. et al., "A Distributed 10T Infrastructure to
Test and Deploy Real-Time Demand Response in Smart
Grids," in IEEE Internet of Things Journal, Vol. 6, No. 1,

pp. 1136-1146, 2019.

Kulkarni, S., et al., "Enabling a Decentralized Smart Grid
Using Autonomous Edge Control Devices,” in IEEE
Internet of Things Journal, Vol. 6, No. 5, pp. 7406-7419,
2019.

Wang, P., & Govindarasu, M., "Multi-Agent Based
Attack-Resilient System Integrity Protection for Smart
Grid," in IEEE Transactions on Smart Grid, Vol. 11, No.
4, pp. 3447-3456, 2020.

Wang, B., Dabbaghjamanesh, M., Kavousi-Fard, A., &
Mehraeen, S., "Cybersecurity Enhancement of Power
Trading Within the Networked Microgrids Based on
Blockchain and Directed Acyclic Graph Approach,” in
IEEE Transactions on Industry Applications, Vol. 55,
No. 6, pp. 7300-7309, 2019.

Bedi, G., Venayagamoorthy, G. K., Singh, R., Brooks, R.
R., & Wang, K., "Review of Internet of Things (loT) in

Journal of Iranian Association of Electrical and Electronics Engineers - Vol.19- No.1 Spring 2022

TFYY condio VP ) o=yl ol —o3 393 0,93~ ol 2! Sedg SN 9 (i (owiges cyod! M@



@zzoz BULIIST ON 6T'JOA SIgeuIBUT SIILUOIS|T PUE [2ILIII8[T JO UOIRIDOSSY URIURI] JO [euInop

[71]

[72]

[73]

[74]

[75]

[76]

Chen, S., & Liu, C.,, "From demand response to
transactive energy: state of the art," Journal of Modern
Power Systems and Clean Energy, Vol. 5, No. 1, pp. 10-
19, 2017.

Nunna, H. S. V. S. K. & Srinivasan, D., "Multiagent-
based transactive energy framework for distribution
systems with smart microgrids,” in IEEE Transactions on
Industrial Informatics, Vol. 13, No. 5, pp. 2241-2250,
2017.

Liu, Y., Li, Y., & Gooi, H. B., "Distributed Robust
Energy Management of a Multi-Microgrid System in the
Real-Time Energy Market," 2019 IEEE PESGM, Atlanta,
GA, USA, pp. 1-1, 2019.

Morstyn, T., Teytelboym, A. & Mcculloch, M. D.,
"Bilateral Contract Networks for Peer-to-Peer Energy
Trading," in IEEE Transactions on Smart Grid, Vol. 10,
No. 2, pp. 2026-2035, 2019.

Seven, S., Yao, G., Soran, A, Onen, A., & Muyeen, S.
M., "Peer-to-Peer Energy Trading in Virtual Power Plant
Based on Blockchain Smart Contracts," in IEEE Access,
Vol. 8, pp. 175713-175726, 2020.

Hahn, A., Singh, R., Liu, C., & Chen, S., "Smart
contract-based campus demonstration of decentralized
transactive energy auctions," ISGT, pp. 1-5, 2017.

L)

! Facebook

2 Blockchain

8 Bitcoin

* Distributed Energy Resources (DER)
® Microgrid

® Internet of Things (loT)

" Time Stamping

8 Hash Encryption

? Satoshi Nakamoto

10 Mining

" Miner

'2 Decentralized

3 Header

¥ Merkel tree

5 Nonce

16 Consensus Algorithm

7 Byzantine Generals (BG) Problem
18 Proof of Work (PoW)

% Proof of Stake (PoS)

% Active Distribution Network (ADN)
2 power Electronic Inverters

2 \/oltage Regulators

% Mesh

2 \oltage Rises

% switchable Lines

% On-load Tap Changing Transformers
%" Static Var Compensators

% Time-of-Use

# Tablet

% Cloude Services

% Micropayment

%2 Machine Learning

% Behind the Meter

3 Flexibility Services

Ol g olg>Coons [ Sl S 5 (Sok 50 (555l

(52]

(53]

(54]

[55]

(56]

(571

(58]

[59]

(60]

[61]

(62]

(63]

(64]

[65]

(66]

[67]

(68]

Armbrust, M., Fox, A., Griffith, R, et al, "A View of
Cloud Computing," Commun ACM, Vol. 53, No. 4, pp.
50-58.

https://aws.amazon.com/ec2/.
https://cloud.google.com/solutions/iot/.

https://www.salesforce.com/products/.

Christidis, K., & Devetsikiotis, M., "Blockchains and
Smart Contracts for the Internet of Things," IEEE
Access, Vol. 4, pp. 2292-2303, 2016,

Bera, S., Misra, S., & Rodrigues, J. J. P. C., "Cloud
Computing Applications for Smart Grid: A Survey," in
IEEE Transactions on Parallel and Distributed Systems,
Vol. 26, No. 5, pp. 1477-1494, 2015.

Sengupta, A., Tandon, R., & Simeone, O., "Fog-Aided
Wireless Networks for Content Delivery: Fundamental
Latency Tradeoffs," in IEEE Transactions on Information
Theory, Vol. 63, No. 10, pp. 6650-6678, 2017.

Jiang, Q., Ma, J.,, & Wei, F., "On the Security of a
Privacy-Aware Authentication Scheme for Distributed
Mobile Cloud Computing Services," in IEEE Systems
Journal, Vol. 12, No. 2, 2018.

Awad, A., Matthews, A., Qiao, Y., & Lee, B., "Chaotic
Searchable Encryption for Mobile Cloud Storage,” in
IEEE Transactions on Cloud Computing, Vol. 6, No. 2,
pp. 440-452, 2018.

Gregoratti, D., & Matamoros, J., "Distributed Energy
Trading: The Multiple-Microgrid Case," in IEEE
Transactions on Industrial Electronics, Vol. 62, No. 4, pp.
2551-2559, 2015.

Liu, Y., Fan, R.,, & Terzija, V., "Power System
Restoration: a literature review from 2006 to 2016," in
Journal of Modern Power Systems and Clean Energy,
Vol. 4, No. 3, pp. 332-341, 2016.

Lin, H., et al, "Self-Healing Attack-Resilient PMU
Network for Power System Operation,” in IEEE
Transactions on Smart Grid, Vol. 9, No. 3, pp. 1551-
1565, 2018.

Gai, K., Guo, J., Zhu, L. & Yu, S., "Blockchain Meets
Cloud Computing: A Survey," in IEEE Communications
Surveys & Tutorials, Vol. 22, No. 3, pp. 2009-2030,
thirdquarter 2020.

Sharma, P. K., Chen, M., & Park, J. H., "A Software
Defined Fog Node Based Distributed Blockchain Cloud
Architecture for 10T," IEEE Access, Vol. 6, pp. 115-124,
2018.

Wang, S., Ouyang, L., Yuan, Y., Ni, X,, Han, X., &
Wang, F., "Blockchain-Enabled Smart Contracts:
Architecture, Applications, and Future Trends," in IEEE
Transactions on Systems, Man, and Cybernetics:
Systems, Vol. 49, No. 11, pp. 2266-2277, 2019.

Pinna, A., Ibba, S., Baralla, G., Tonelli,, R. & Marchesi,
M., "A Massive Analysis of Ethereum Smart Contracts
Empirical Study and Code Metrics," in IEEE Access,
Vol. 7, pp. 78194-78213, 2019.

Kemmoe, V. Y., Stone, W., Kim J., Kim, D. & Son, J.,
"Recent Advances in Smart Contracts: A Technical
Overview and State of the Art," in IEEE Access, Vol. 8,
pp. 117782-117801, 2020.

Ao 5 o 65l i1 51 @ Al (T eyt cani 74
5 By e i in rae gL cew Cupse sl

ATl S Sl

sl aby Gl aug Cwud e el wax e eu,S (V-]
b s g GBS Bpae sgw Glejen Sgnpr Saa b L (25l

) YF-YY aiio - 1F 4 o - Jof b)lw«s — o359 8593 — ¢yl 2l Sig ySUN g (439 owtiien (yodil alxo

Y



https://aws.amazon.com/ec2/
https://cloud.google.com/solutions/iot/

OhKer g olgcuoni [ sloddl (5 S g (Sob (g0 2 (5,58

% Reactive Power

% Networked Microgrids

% Distribution System Operator (DSO)
% Independent System Operaator (ISO)
* MicroGrid Master Controller (MGMC)
“° Cloud Computing

“ Server

2 Man-in-the-Middle Attack

2 Denial-of-Service Attack

“ Edge Computing

* Software-defined Networking (SDN)
¢ Smart Contracts

7 Self-Executable Scripts

8 Transactive Microgrids

Journal of Iranian Association of Electrical and Electronics Engineers - Vol.19- No.1 Spring 2022

YEYY dociao -V Fo ) g =l oylen — o135 0,93 — ol S S0 5 G50 www’m@

Y'Y



	3-20-142

